DATA PROTECTION

omnilert.

Omnilert Proactive Data Protection

DATA CRYPTOGRAPHIC
CONTROLS

—@—-®- @@

PROTECTION AUTHENTICATION

DATA PROTECTION

Omnilert takes a proactive stance on security
to stay ahead of compliance and hackers.
Cybersecurity is at the core of Omnilert’s
business, as outlined in our Information Security
Policy, so we can always keep you protected.

MULTI-FACTOR AUTHENTICATION

Omnilert uses multi-factor authentication for all of
its internal accounts where available, adding a
layer of security to our systems. Regular security
analyses are performed on Omnilert’s systems to
detect security vulnerabilities and flaws before
anyone else can.

FEDERAL LEVEL
CRYPTOGRAPHIC CONTROLS

At Omnilert, we base our technical security
controls on U.S. Federal Government cryptographic
standards and guidelines as documented in the
Omnilert Software Development Lifecycle (SDLC).
Our Information Security Policies require the use
of only NIST (National Institute of Standards and
Technology) and FIPS (Federal Information
Processing Standard) preferred algorithms and bit
lengths for symmetric and asymmetric encryption
as well as message authentication and digital
signatures.

CLASSIFICATION SECURITY BOARD
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INFORMATION
CLASSIFICATION SYSTEM

All information handled or processed by Omnilert
is labeled according to its sensitivity. All customer,
client, and partner data is treated with the highest
level of importance, bringing with it mandatory
security controls, encryption requirements, and
other handling protections.

DEDICATED SECURITY BOARD

Our Security Board is available 24/7/365 to
monitor and handle any security events. The
Security Board is responsible for directing

and managing the procedural, technical, and
developmental aspects of information security at
Omnilert. Regular internal and external security
assessments are conducted to ensure Omnilert is
on the leading edge of security advancements and
technologies.

Omnilert also maintains contacts with all relevant
local and federal authorities for the fastest
possible response, investigation, and remediation
times to potential events. All of our procedures
are documented in the Omnilert Incident
Response, Omnilert Disaster Recovery, and
Business Continuity Plans.

For more information about Phone: 800.256.9264
Omnilert’s services, security features
and controls, please feel free to

contact us.

Technical Support: support@omnilert.com

Other Inquiries: info@omnilert.com
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